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Abstract. Background. The research work is aimed at adapting and applying state-of-the-art cybernetic methods
for analyzing complex dynamic systems in order to improve the management efficiency of regional critical infrastruc-
tures resilience and safety, and enhancing the analytical capabilities of decision support systems used in this area. The
urgency of this problem is due to the lack of a unified methodological framework and best practices for maintaining the
stable resilient operating of critical infrastructures of various levels and types under conditions of uncertainty and risk.
Materials and methods. The fundamentals of current research are the theory of holonomic and invariant automatic sys-
tems and the method of linguo-combinatorial modeling of organizational and technical systems, proposed by Professor
Mikhail B. Ignatyev back in 1963. This theoretical basis provides the modern concept advancement of complex systems
resilience in terms of formalizing and structuring the methodology and objectives of managing this immanent attribute
(capacity) of self-preservation of these systems. Results and conclusions. The issues of applicability of linguo-combi-
natorial models for situational management of critical infrastructures and the dynamics of their adaptative characteristics
are examined. A novel linguo-combinatorial model for managing the critical infrastructure resilience, formalized in the
form of an equivalent system of differential equations with arbitrary coefficients, is proposed. The model can be used
by critical infrastructures operators to study the system behavior and develop control actions aimed at maintaining the
system performance characteristics in the range of its adaptative capabilities under various operating conditions and
critical-case scenarios of adverse events via launching stabilization and coordination mechanisms that implement com-
bined control by deviation and external disturbance.
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AHHOTanms1. AxmyanisHocms u yeau. PaboTa HampapieHa Ha aIaNTalMI0 U MPUMEHEHNE COBPEMEHHBIX KHOEp-
HETHYECKHX METOOB aHaJIN3a CIOXKHBIX JUHAMUYECKUX CHCTEM C LIENBIO MOBBIIEHHUS 3P(QEKTUBHOCTH YIpaBICHUS
JKM3HECTIOCOOHOCTHIO M 0€301IaCHOCTBI0 PETHOHATBHBIX KPUTHYECKUX HH(PACTPYKTYP U PACIIMPEHUS aHATUTHIECKUX
BO3MOKHOCTEH CHCTEM TMOIAEPKKH MPUHSTHS PEIICHUH B 3TOH cepe. AKTyalbHOCTh 3TOH 3a1aqu 00yCIIOBIIeHa OT-
CYTCTBHEM €ANHON METOMOJOTHIECKOH 0a3bl M HAMIYUIIHNX MTPAKTHK ITOAEPKaHNS YCTOHIMBOTO (DYHKIIMOHUPOBAHUS
KPUTHYECKUX MH(QPACTPYKTYp PA3IMYHOIO YPOBHSA M THIA B YCIOBHAX HEONPEASIICHHOCTH W pHcKa. Mamepuansi
u MemoOul. DyHIaMEHTAIBHOW OCHOBOM HACTOSIIETO HCCIECAOBAHUS SIBIISICTCS TEOPHSI TOJIOHOMHBIX M MHBAPHAHTHBIX
AaBTOMAaTHYECKHUX CHCTEM, a TAKXKE METO/I JIMHI'BO-KOMOMHATOPHOT'O MOJETTMPOBAaHUS OPTaHU3AIMOHHBIX U TEXHUYECKUX
cucTeM, MpeioxeHHbli npodeccopom M. b. MrHareeBbiM enie B 1963 r. DToT TeopeTnyeckuii 6azuc odecrieunBaer
pa3BUTHE COBPEMEHHOM KOHIIEIIINH KU3HECIIOCOOHOCTH CIOKHBIX CUCTEM B YacTH (popMaliM3aluy U CTPYKTYPHUPOBa-
HUSI METOJIOJIOTMH M 33j1a4 yNpPaBJICHUs JaHHBIM MMMAaHEHTHBIM CBOMCTBOM CaMOCOXPaHEHHMs 3THUX CHCTeM. Pesyib-
mamsl U b1600bl. VIccienoBaHbl BONPOCH! MPUMEHUMOCTH JINHIBO-KOMOMHATOPHBIX MOJENEH Ul CUTYallMOHHOTO
YIpaBJeHNS! KPUTHUECKUMH HHPPACTPYKTYPaMH U AMHAMUKOW MX aJanTalOHHBIX XapakTepucTrk. [IpeanoxkeHa Ho-
Basl IMHTBO-KOMOWHATOPHAST MOJIENTb YIIPABICHUS KU3HECTTOCOOHOCTRIO KPUTHUIECKOH HHPPACTPYKTYPHI, POpMaIH30-
BaHHas B popMe SKBUBAJICHTHON cHCTeMbI Tu((hepeHIINaFHBIX YPaBHEHUH ¢ TPOU3BOIEHBIMU KO3 drmreHTaMu. Mo-
JIeTTb MOXKET OBITh MCIOJIB30BaHA ONEPaTOpPaMH KPUTHUYECKUX MH(PACTPYKTYp AT aHAIN3a MOBEACHHS CHCTEMBI U
BBIPaOOTKHM YIPABILIOIINX BO3ACHCTBHUI, HAIIPABJICHHbIX Ha yJepiKaHHe padouuX XapaKTEpPUCTHK CUCTEMBI B 30HE €€
alaNTallMOHHBIX BO3MOXHOCTEH! IIPU Pa3IMYHBIX YCIOBUAX (DYHKIMOHUPOBAHUS M CIIEHAPUAX PA3BUTHA KPUTHYECKHUX
CUTyallMil TIOCPEICTBOM 3aIlyCKa MEXAHM3MOB CTaOWJIM3alMU W KOOPIMHAIWMHU, PEAIN3YIOUIMX KOMOHMHHUPOBAHHOE
YIpaBICHUE 110 OTKIOHEHHIO U 110 BHEITHEMY BO3MYILCHHUIO.

Knrouesble c1oBa: kputndeckas HHQPaCTPyKTypa, )KM3HECIIOCOOHOCTh, 0€3011aCHOCTD, YIIPaBICHUE, CUCTEMA,
aJlanTaloHHasi BO3MOXKHOCTb, JITHIBO-KOMOWHATOPHAsI MOJIENb
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10.21685/2307-4205-2023-4-16

Introduction

Critical infrastructures have become a phenomenon of the modern age. The government and authorities
of the Russian Federation are preparing different measures to improve the security level of its critical infra-
structures. A number of public documents establishing the strategic development goals of the state and ways
to achieve these goals indicate the necessity of increasing the level of safety and protectability of critical
facilities and infrastructures as one of the principal objectives. A major role in solving this problem is given
to modern information technologies and modeling aids, the use of artificial intelligence methods and Big
Data processing technologies that in aggregate allow the engineering of smart information and analytical
systems intended for the decision-making support in the field of security management of critical infrastruc-
tures. Critical infrastructures, including energy, transport, social, etc. sectors and facilities are playing a cen-
tral role in the state-of-the-art risk management when facing both man-made and natural hazards, and the
threats in civil and military-political areas.

Meanwhile, the concept “critical infrastructure” itself is collective. It covers various scopes of human
activity, which are interconnected and declare the issues of preserving the vital functions of the state, the
society and the individuals. In line with European Council Directive 2008 [1], the most common definition
of critical infrastructure is the follows: critical infrastructure means an asset, system or part thereof, which is
essential for the maintenance of vital societal functions, health, safety, security, economic or social well-
being of people, and the disruption or destruction of which would have a significant impact as a result of the
failure to maintain those functions.

Adverse disruptive events such as current geopolitical situation in the world have shown that risk man-
agement and security ensuring are not enough to protect socio-economic, organizational and technical sys-
tems and their critical infrastructures against multiple threats. An important factor of risk management for
the purpose of critical infrastructure protection is continually strengthening its resilience [2]. Therefore, re-
cently, critical infrastructures operators, safety analysts and risk managers have moved their attention from
engineering a robust critical infrastructure by risk management to establish a resilient critical infrastructure

166



RELIABILITY AND QUALITY OF COMPLEX SYSTEMS. 2023;(4)

using resilience management [3, 4]. Robust systems experience sudden failure in case of disruption and lose
their core value, while resilient systems absorb the adverse impacts, adapt to and recover their desired per-
formance level after a disruption [5].

The concept of resilience has spread from ecological systems into other domains [6]. Broadly speaking,
the resilience of critical infrastructure is understood as a system’s ability that reduces its vulnerability, mini-
mizes the consequences of active threats, accelerates response and rapid recovery, and facilitates adaptation
to the given or potentially disruptive events [7]. In regard to [8], the resilience of critical infrastructure is
defined as the ability of a system exposed to hazards to resist, absorb, accommodate to and recover from the
effects of a hazard in a timely and efficient manner, for the preservation and restoration of essential services.
To date, the resilience concept has been adopted and introduced in various subject fields that have led to the
definition of specific domains (types) of resilience: public (community resilience, societal resilience, human
resilience), economic (socio-economic resilience), engineering (technological resilience, infrastructure resil-
ience), environmental (ecological resilience), etc. Within the bounds of the each resilience domain and type,
particular characteristics of the system, processes and phenomena that are most significant in the context of
solving a specific research problem are studied. In most cases, the connection between the type of system
resilience being studied and other related resilience domains is omitted from examination. Allowing that
critical infrastructure is a complex dynamic system, an isolated consideration of particular resilience domains,
on the one hand, may overlook synergistic effects and the emergence of new emergent attributes that improve
the overall system resilience, and on the other hand, the risk of a chain reaction of violations or cascade
effects, leading to a reduction of system resilience level. Thus, in recent years, the popularity of critical in-
frastructure resilience has exploded in both academic and policy discourses.

A review of domestic scientific literature showed that systematic research of the agenda of critical infra-
structures resilience in Russia has not previously been carried out. At once, domestic studies with varying level of
detail touch upon certain types of system resilience in such related fields of research as reliability theory, risk
analysis, global safety, crisis management and others. A distinctive feature of domestic resilience studies in com-
parison with foreign ones is the focus on the processes and systems being analyzed. Foreign research projects are
addressed to the individual and civil society when solving the control problems of critical infrastructure resilience,
while Russian research programs substantially adhere to the state interests and strategies in these issues.

The study of the state-of-the-art management problems of critical infrastructures resilience reveals that
methodological approaches to formalizing, modeling and estimating the resilience of critical infrastructures
have not been sufficiently developed. At the same time, the practical absence of a unified mathematical ap-
paratus for integrating existing solutions in the field of information technology for managing the critical
infrastructures resilience in the context of the transition to a digital economy makes it difficult to design and
apply effective methods and facilities for decision-making support in this area. This determines the relevance
of developing new methodologies and tools for managing the critical infrastructures resilience on the basis
of integration, adaptation and advancement of known models and techniques for ensuring the security of
complex systems. Due to the wide range of both the various methods and techniques for analyzing critical
infrastructures resilience covering specific resilience domains, and the widespread various models used to
estimate the overall system resilience, however, there is still a lack of exact and comprehensive simulation
methodology to quantify, measure and control the resilience of critical infrastructures combining these resil-
ience domains into one framework. The other urgent problem on-path efficient resilience analysis is a lack
of complete and valid operating historical data and on-line information on the state dynamics of the critical
infrastructure performance characteristics.

Thus, the current study pursues an attempt to develop and apply a methodology to manage and analyze
the resilience of critical infrastructures on the basis of conjugation of the cybernetic methods, linguo-combi-
natorial modeling and theory of holonomic automatic system. By adopting this methodology, system resili-
ence backbone capabilities and the influencing situational factors can be modeled effectively. The proposed
linguo-combinatorial model formulated on the basis of this methodology for resilience management of critical
infrastructures allows explaining numerous facts and patterns in the behavior of these systems, as well as
predicting and adjusting the trajectory of their development based on the control principle of system conver-
gence to adaptative maximum.

Materials and methods

The linguo-combinatorial modeling methodology designed for examining the ill-formalized complex
systems was proposed by Professor Mikhail B. Ignatyev in his fundamental study [9] in 1963. Generally, this
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research was devoted to foundations of the holonomic automatic systems and their applications. As from here
on, the developed methodology has been successfully adopted and introduced in various applications, e.g.,
the control problems of pilotless vehicles, the coordination of cyber-physical and robotic systems, smart cit-
ies, the synthesis of physicochemical reactions and atomic-molecular systems, the simulation of organism to
reduce medical errors, cybernetic geology, meteorology and economics, regional security, the modeling of
climate change and the atmosphere, the engineering of high-performance computing systems, Internet of
Things and virtual worlds, the in-depth analysis of biological, technical and organizational systems, etc. The
initial premise of the linguo-combinatorial modeling methodology is to solve management and coordination
problems of complex dynamic systems by retaining these systems in the range of their adaptive capabilities,
so-called adaptative optimum (maximum) [10, 11]. The used research methodology that we follow in our
study is just the same and is based on general control theory (cybernetics), system analysis (systems ap-
proach), model theory (simulation), safety science (risk management) and system stability theory (resilience
concept).

To provide the efficient resilience management of real critical infrastructures, first-priority objective
is system resilience modeling and analysis that should be undertaken. It is quite difficult to evaluate and
compare the known modeling methodologies of system resilience considering that the methodologies are
designed for a specific context and are not aiming to achieve the same goal. Nevertheless, all existing meth-
odologies have their own validity, highs and lows, and the linguo-combinatorial modeling is well-fit for lev-
eling possessed shortcomings in so far as it is possible. Though, the present resilience studies are not so
detailed regarding the use of linguo-combinatorial modeling in resilience management problem-solving.

When managing the resilience of complex systems, such as most critical infrastructures, the decision
makers and operators mainly use conventional methods and special-purpose tools based on formulations and
models of the last century and their state-of-the-art modifications. Meanwhile, the models and tools them-
selves must include the capability of information control. This is the main point and scope of the information
support of making managerial decisions in the field of safety and resilience ensuring.

A drawback of the modern resilience concept is that an event is considered reliable if it is reproducible.
In complex organizational systems, especially, socio-economic ones, it is almost impossible to ensure repeat-
ability of similar critical events. The manner and nature of each critical situation are very individual. It is only
arguable that there are utterly few repeating phenomena in operation of socio-economic systems. To manage
the resilience of such class of systems, not only reproducible information is significant and needed, but also
non-reproducible data.

Any subject field is based on models of real processes designed on the basis of expert knowledge.
Moreover, in each field these models have different completeness of formalization, but they all use natural
language for conceptualization. Natural language is considered as a universal simulation machine (modeling
system). Modeling theory should help to deal with still unsolved problems. One of such a problem is the
resilience management of socio-economic systems and, in particular, critical infrastructures. These systems
belong to the class of ill-formalized systems. Therefore, in order to develop new and adapt known models
and methods of information support and turn them into an end-to-end technology for resilience management
of critical infrastructures, it is necessary to perform the large-scale efforts to describe and formalize these
systems in the form of strict and further applicable formulations. Thereto, the following actions are required:

— to formulate expert knowledge on the observable subject field or entity in natural language;

— to describe situations and problems within the given subject field in natural language;

— to design a mathematical model of a system or control object;

— to assign a problem statement in the relational language using relationships and correlations;

— to translate mathematical formulations into one of known useable programming languages;

— to implement the program code on a computer in the language of a specific machine;

— to obtain the results of the problem solved in the result language: textual, tabular, graphical, ani-
mated, etc.

The principal problem of conceptual modeling ill-formalized systems is how to shift from a description
in natural language to a description in the relational language using basic relationships and correlations. To
solve this problem effectively, the linguo-combinatorial modeling methodology [10] based on the use of
keywords and basic concepts that are specific to the subject field under consideration can be well-applied.
The typical linguo-combinatorial model consists of three groups of variables: characteristics of basic con-
cepts, changes in these key characteristics, and structured uncertainty in equivalent equations, which can be
used for system control and adaptation.
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When studying complex dynamic systems, a central issue is the choice of system description language
for defining elements and relationships of these systems. As a system description language in linguo-combi-
natorial modeling methodology, the natural language as a universal sign system that allows considering a
wide class of systems, including ill-formalized ones, is used. The main feature of natural language is the
designation of words and the implication of meanings. This difficulty is overcome by formally introducing
the concept of the meaning of words as factors of these words in the original phrase and by transition to a
linguistic equation, which makes it possible to construct a calculus of meanings. Such an approach can be
applied to the analysis of the entire corpus of natural language texts. Meaning mining is a time-consuming
problem both for modelers and for high-end computers. Relying on domain-specific keywords, this approach
can also be used to synthesis new models for that knowledge domain. In this case, linguo-combinatorial
modeling expects identifying keywords in a specific subject field combined into phrases on the basis of which
equivalent systems of equations with arbitrary coefficients are constructed. In a particular case, it can be
differential equations and a well-known mathematical apparatus can be used to test it. In practice, the linguo-
combinatorial modeling methodology is an effective heuristic device to analysis of ill-formalized systems
and design of their conceptual models before running the simulation [11]. Such a heuristic device applies to
conceptual models with a large number of words and phrases and the constructed set of models needs to be
examined for adequacy and completeness.

Linguo-combinatorial models provide the possibility of constructing a calculus of meanings that can
be easily and well-implemented on computers. The definition of meaning includes two significant character-
istics: contextuality (meanings are calculated based on the abstract or applied context) and intentionality (ar-
bitrary coefficients allow assigning such and such certain aspirations). As a result, the analysis problem of
complex systems solved using linguo-combinatorial modeling methodology is reduced to the study of equiv-
alent equations with arbitrary coefficients. In [9] it was proven that the number of these arbitrary coefficients
is equal to the number of combinations of n by m+1, where # is the number of system variables (the number
of different words in the original phrases); m is the number of restrictions imposed on the variables describ-
ing the system (the number of different phrases). The following crucial conclusions can be drawn from the
analysis of this formulation. Firstly, for all multidimensional systems with more than six variables, there is
an optimum in the number of arbitrary coefficients in the structure of equivalent equations. Arbitrary coeffi-
cients are used to control the system, preserve and adapt it under external disturbances. This optimum is
called the phenomenon of adaptative maximum [9]. The principle of resilient managing of the complex dy-
namic systems is that the systems must be controlled in such a way as to retain it in the range of adaptative
maximum under changing environment. Secondly, to maintain the system performance, mobility and flexi-
bility in the range of adaptative maximum, it is necessary to impose and remove restrictions, to increase the
number of variables, degrees of freedom and coordinates of system basis, as well as to integrate or compose
systems into the higher-level complexes.

For instance, let’s consider two critical infrastructure systems, which are a part of regional critical
infrastructure as such:

CIS,=C"', CIS,=C,*"', CIS, € RCI , CCIS, € RCI , (1)

where n, and n, are the number of variables in the systems, respectively; m, and m, are the number of
restricting manifolds imposed on the system variables, respectively; s, and s, are the number of arbitrary

coefficients in the structures of equivalent equations, respectively.

Then, by superposition of common restricting manifolds m,  , a unified covering system, so-called

int >

integrated complex or joint ensemble, as a result is constructed. This unified complex can be expressed by
the following formulation:

__ vmyrmy g, +l
C[Sinl - Cnl +n, o (2)

Meanwhile, depending on specific parameters, two cases are possible in terms of increase in system
adaptative capabilities:

1. When integration and unification into an ensemble is advisable and leads to an increase in the ad-
aptative capabilities of the entire system and the original systems: CIS, > CIS, U CIS,. This leads to an
increase in the system learnability and self-adjustment.

2. When the adaptation capabilities are less than the sum of the adaptation capabilities of the original
systems (integration and unification into an ensemble is inexpedient or impracticable): CIS, , < CIS, U CIS,.
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In a first approximation, considering the combination of transport critical infrastructure and public
health care critical infrastructure systems into an unified ensemble, the enhancement in joint adaptative ca-
pabilities of the social critical infrastructure system may be conditionally achieved. As a result, thereby, the
resilience of entire critical infrastructure system can be improved. Following further the logic in a given
example, this applies to all critical infrastructures (energy, cyber, safety, industrial, etc.) up to the regional
critical infrastructure system as a whole.

Results and discussion

Using linguo-combinatorial modeling methodology let’s give a formal representation of the critical
infrastructure resilience conceptualization by transition from system resilience description in natural language
to mathematical formulations, i.e., combined equations. Let the following keywords, describing the critical
infrastructure resilience, in a abstract phrase:

System Resilience = Preventive Capacity + Absorptive Capacity +

)

+Restorative Capacity + Adaptive Capacity.

This phrase denotes keywords and implies only their meanings. In the existing structure of natural
language, meanings are not indicated. Formally, the concept of meaning can be introduced in the following
form:

System Resilience = Preventive Capacity * Measure, + Absorptive Capacity * Measure, +

4

+Restorative Capacity * Measure, + Adaptive Capacity * Measure,.

Let's denote the keywords characterizing system resilience as C; (C — Capabilities), and the meanings

as M, (M — Measures). Then, formulation (4) can be represented as follows:

iC.M. =0. (5)

i=1
Formulations (4) and (5) are the prime models of phrase (3). If the system resilience is formalized in
the form of rough equilibrium mathematical equation: F' (rl, Ty, 1y, r4,t) =0, which can be conditionally used
for balancing resilience capacities, the form (5) is obtained by differentiating this equation. Then, C; will be
partial derivatives, and M, will be time derivatives of the variables.
This model is an algebraic ring and equation (5) can be resolved with respect to C,, or with respect to
M, by introducing a third group of variables so-called arbitrary coefficients Uy :

¢ =UM,+UM,+UM,,
C,=-UM +UM,+UM,,

¢ =-UM-UM,+UM,, ©
C,=-UM,-UM,-UM,
or in a different way:
M, =UC,+U,C,+U,C,,
M,=-UC+U,C,+UC,, ™

M,=-U,C -UC,+ULC,,

M,=-U,C -U.C,-U/,
where U,,U,,U,, U, are the arbitrary coefficients that can be used to solve various problems on the manifold
(5). For example, if it is necessary to achieve a maximum in system adaptive capacity (variable 7, — max ),

then the arbitrary coefficients can be assigned as follows: U, =-bC,, U, =-bC,, U;=-bC;, U, =-bC,,
and, thereof, the following formulation can be written:
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4 _yc,-u,c,-bCC,,
dt
I o UC—bC,C,—bC,C, =~U,C,~b(C,C, + C,C,),
8
ar, ®

=-U,C,+bC,C, —bC,C, =-U,C,+b(C; +C}),
t

% =bC,C,+bC,C, +bC,C, =b(C} +C,C, +C,C, ).
t

If 5>0, then the variable 7, steadily tends to a maximum, and the arbitrary coefficients U, and U,
remain for manipulation of system motion path.

In the general case, with » variables and m manifolds (restrictions), the number of arbitrary coeffi-
cients S will be equal to the number of combinations of » by m+1:

S=C""n>m. 9)

The number of arbitrary coefficients S is a measure of system uncertainty and adaptability. It can be
also used for system control under interaction with external environment and adaptation to the dynamics in
these interactions. The quantification rule of the number of arbitrary coefficients is schematically shown in
Table 1.

Table 1
The matrix for number determination of the arbitrary coefficients (introduced from [12])
m
" 1 2 3 4 5 6 7 8
2 1
3 3 1
4 6 4 1
5 10 10 5 1
6 15 20 15 6 1
7 21 35 35 21 7 1
8 28 56 70 56 28 8
9 36 84 126 126 84 36 1

Structural stability and the stability of system inherent relationships that ensures its integrity and iden-
tity, that is, the preservation of system basic attributes and features under influencing of various external and
internal factors, is maintained by the adaptative capabilities of the elements of these systems [11]. In the
proposed linguo-combinatorial model of critical infrastructures resilience, the adaptative capabilities of crit-
ical infrastructure systems are directly determined by the number of arbitrary coefficients in the structure of
equivalent equations, and the optimum structural stability is achieved in the range of adaptative maximum,
which is disclosed in various classes of systems with the dimension of more than six variables [10]. The more
of arbitrary coefficients is, the higher the adaptative capabilities of the system are. On the other hand, the
number of arbitrary coefficients depends on the number of imposed couplings. When imposing additional
couplings, the number of arbitrary coefficients can either decrease or increase. In the case 7n>6, when im-

posing additional restricting manifolds, the number of arbitrary coefficients will firstly grow, reach a maxi-
mum, and then go down. Therefore, the superposition of restricting manifolds can be considered as a way of
adapting the system to environmental dynamics. In the limit, the number of arbitrary coefficients can be
reduced to zero. In this case, it will be a critical infrastructure system with a rigid structure, which, with the
slightest change in the external environment, will not be able to operate correctly. The system inability to
effectively reduce mismatches in such-and-such way may be identified with system degradation when the
resilience level is narrowed down. On-stream of resilience managing, system degradation results from the
contradiction between the chosen modes of adaptation through self-learning or bootstrapping. Thus, the ma-
nipulations with arbitrary coefficients represent tuning or self-adjustment of the system performance to main-
tain the required level of resilience.
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The Figure 1 schematically illustrates communication model of system interactions with the external
environment. This combined control model by deviation and external disturbance shows how the system

variables X, (t), v Xy (t) interact with environmental variables B (t), s B (t) , and mismatch error signals
are transmitted to the system control unit. Therein, A, (t), e AL (t) are the deviations of variables
B (t), s B, (t) and A(t) is a deviation of the state variables Y, (t), 4 (t) that determine the trajectory of

dynamic system in the resilience domain at the development cycle [O, T ] from the given values ¥, (z‘) . E_,(t)

are the random nature parametric disturbances of the external environment.
In this case, the system uses two adaptation mechanisms:
1) tuning or self-adjustment by manipulating arbitrary coefficients in the structure of system equiva-

lent equations (control actions U, (t) in Figure 1);
2) training or self-learning, which involves the imposing of new restrictions on the system variables
(control actions U, (¢) in Figure 1).

In addition to these adaptation mechanisms, others are possible and programmable, such as reproduc-
tion, effective forgetting, restricting communications with the external environment, etc.
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Fig. 1. The critical infrastructure resilience model based on combined control of system and external environment
interactions

With regard to regional critical infrastructure systems that closely interact with a changing environ-
ment, the management goal of this type of systems is to keep them in the range of adaptative maximum: if it
is necessary to maintain the resilience of the critical infrastructure, and vice versa, to remove them from the
range of adaptative maximum: if the destabilization or resilience reduction of these systems is needed.

In the continuous learning and self-adjustment mode, the number of arbitrary coefficients changes in com-
pliance with formulation (9), and this leads to the appearance of cycles in system development, which is illustrated
in Figure 2, where the system development cycle starts at point 1, passes through a maximum in the number of
arbitrary coefficients and ends at point 2, when transformation should occur, resetting previously imposed re-
strictions. Then, a new cycle begins at point 3, the system goes through maximum adaptive capabilities again,
reaches the point 4, when transformation occurs again, and the system starts a new cycle at point 5, etc.

Solid line in Figure 2 shows evolutionary processes (system adaptation). The dotted line shows creative
processes. The control algorithm of creative processes consists in selecting elements from a set and combin-
ing them into formulations like (4) or (5), resolving which a generating integrated system is obtained.

At point 2, several outcomes are possible: either the system will continue to evolve, or the system will
move through a creative process to a new state, or will be destroyed. This model allows explaining the pres-
ence of cycles and crises in the development of complex dynamic systems. The emergence of crises (points
2, 4, 6, etc.) is the immanent attribute of these systems. It is only possible to influence the depth of crisis
situations by launching the creative processes as early as possible.

The discussed model of complex dynamic systems self-organization implements the pattern of an ad-
aptative maximum existence in the life cycle of these systems under flow of variables. The system resilience
life cycle corresponds a set of crisis management phases (in [13, 14], there are: risk assessment, prevention,
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preparedness, warning, response, recovery, mitigation, learning) through which the system reaches maturity
and becomes capable of operating effectively in recent conditions and challenges, and moving to a new per-
formance quality.
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Fig. 2. Transformation of critical infrastructure system 7, <n, <...<n, (adopted from [11]). System resilience

management life cycle phases: ph < ph, <...< ph, . Trajectory of dynamic system: 1-2-3-4-5-6-7—...

Next, a linguo-combinatorial model of the regional critical infrastructure resilience based on the refer-
ence principals and regulations that have already been established in this research field [15, 16], will be
considered.

If it is considered as keywords “Anticipatability”, “Absorbability”, “Responsiveness”, “Recoverabil-

b
2 (13

ity”, “Adaptability”, “Resistibility”, “Learnability”, then in compliance with the methodology proposed
above, the formulation for modeling critical infrastructure resilience in the form of conventional equation
will be expressed as follows:

,
> CM, =0, (10)
i=1

and the equivalent equations will be of the following form:

M =UC,+U,C,+U,C,+U,C,+UC,+UC,,

M,=UC +UC+UC,+U,C,+U,,C,+U,| C,,

M3 = _UZCI _U7C2 +U12C4 + U13C5 + U14C6 +U15C7,

CIR:sM,=-U.C -U,C,-U,,C,+U,,C,+U,,C, +U,,C, — opt, (11)
Ms = _U4C1 _U9C2 _U13C3 _U16C4 + U19C6 + U20C7,

Ms = _USCI _UIOCZ _U14C3 _U17C4 _U19C5 +U21C77

M7 = _U6C1 _U11C2 _U15C3 _U18C4 _Uzocs _U21C6

where C, is the anticipation ability of critical infrastructure, which includes such system attributes as prepar-
edness degree, reliability, detection capability, planned maintenance, prognostic and health management,
joint activity cooperation plan (agreements), protectability, operability, error and disturb sensitivity, etc.; M,
is a variation in preventive capacity; C, is the absorbability of critical infrastructure, which includes such

system characteristics as robustness, fragility, stress rate testing, damage level, limits of disruption, deviation
and negative disturbance, internal redundancy, etc.; M, is the dynamics of absorptive capacity; C, is the
responsiveness of critical infrastructure, which considers such system attributes as resource deployment, de-
gree of concordance, facilitation ability, decoupling rate, communication plan, facilities and assets loss, vul-
nerability, independency, situational awareness, etc.; M, is a change in reactive capacity; C, is the
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recoverability of critical infrastructure, which considers such system performances as restoration index, main-
tainability (technological repairability), supportability, external redundancy, unplanned maintenance, recov-
ery time, spare parts availability, resource storage capacity, modularity, segregability, decomposability, etc.;
M, is the dynamics of restorative capacity; C; is the adaptability of critical infrastructure, which includes
such system characteristics as self-organization ability, technological upgradability, technological transform-
ability, integrability, interoperability, composability, reconfiguration ability, diversification coefficient, etc.;
M is a variation in adaptive capacity; C is the resistibility of critical infrastructure, which considers such

system performances as resistance/resistivity index, downtime ratio, safety margin, functionality, feasibility,
autonomy, insurance, restart ability, etc.; M, is a change in resistive capacity; C, is the learnability of
critical infrastructure system, which characterizes such system attributes as tuning and self-adjustment, crea-
tivity and improvisation, service level and costs, personnel availability, diagnozability, long-term/short-term
reconstruction, etc.; M, is the dynamics of cognitive capacity; U,,U,,...,U,, are the arbitrary coefficients
that can be used to solve various control problems on the manifold (10).

Using and resolving the formulation (11), the overall critical infrastructure resilience can be estimated
and expressed in the following way:

CIR=CIS+A-(1-CIS), (12)

r=]]Mm.. (13)

where CIR is the overall index of critical infrastructure resilience; CIS is the overall index of the critical
infrastructure safety evaluated using the methodology and mathematical formulations proposed in [17-19];
A is the efficiency of system self-preservation and self-recovery; M, are the target measures of system re-

silience capacities (critical infrastructure capabilities) described above.

The number of units in the linguo-combinatorial model of a critical infrastructure may vary. In terms
of simulation accuracy, the more units are assigned and involved, the better. However, at the same time, the
model visibility and pictorial presentation, and consequently, its perception by decision makers become
worsen. For instance, if the unit “Recoverability” is decomposed into three units “Maintainability”, “Sup-
portability” and “Redundancy”, either the model unit “Adaptability” is segregated in units “Transformabil-

ity”, “Upgradability” and “Integrability”, then the total number of system variables will increase to nine.
Hence, a formulation modeling the critical infrastructure resilience will contain nine variables:

9
> CM,=0. (14)
i=l1

In Figure 3 a framework of decision-making support technology in the field of resilience management of
the critical infrastructures using a unified linguo-combinatorial model of regional critical infrastructure is shown.
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When modeling the resilience of critical infrastructures, it is important to consider the entire hierarchy
of backbone capacities that make it up. Thereto, the decomposition principle based on the application of the
seven-modular model proposed in [10, 11] can be used. In this case, the structure of units for each of the
backbone capacity will be of the same type, and only the context and scope of individual units will vary. The
uniformity of submodels allows for flexible synthesis and analysis of such complex dynamic systems as the
critical infrastructures.

Operating situational centers in the regions possess practically all the historical data and on-line infor-
mation necessary to implement and launch a linguo-combinatorial model of situational management of the
critical infrastructures resilience using own or outsourced information-analytical and decision support sys-
tems. Missing control data for critical infrastructure resilience assessment and analysis can be obtained by
expert judgements, public opinion polls and official statistics, if the materials are available and open-access.

The onrush of information technologies makes it possible to raise the question of mandatory prelimi-
nary modeling of the consequences of managerial decisions made in the field of ensuring the resilience of
regional critical infrastructures. In perspective, this will allow identifying and avoiding many unjustified or
erroneous decisions in resilience management, as well as provide the effective preventive analysis and control
of the critical infrastructure facilities stability on a regional scale under adverse events and acting multiple
threats. While developing by researchers and engineers all over the world system resilience models, critical
infrastructure resilience modeling and estimation framework must be compatible and commensurable with
the current guidelines for risk analysis and international standards for safety and security.

Conclusion

The government’s and the public’s perception of critical infrastructure resilience may vary in terms of
the choice of regulatory mechanisms. Within a specific group of people, the perception of the level of resili-
ence can be relatively similar. Studying the issue, personal experience and up-to-date information allow to
continually improving the level of resilience. The society is able to protect itself against the risks, which it
has already experienced relatively well. However, the protection against threats that have not yet occurred is
essential. The advancement of science and research identifies new and new threats that were not considered
in the past. The current trend of this era should be a culture of resilience in all levels ranging from personal,
corporate, regional and national security to global safety. The resilience community within the globalized
society will adopt new roles and activities. Thus, in the last years the focus has shifted from engineering
robust critical infrastructure systems by risk management methodologies to design resilient critical infrastruc-
ture systems using resilience conceptual frameworks.

The reference point for the high-quality and effective resilience management is the ability to model,
analyze and estimate it for the purpose of identifying and reducing system vulnerabilities, as well as improv-
ing the critical infrastructures based on SWOT-simulation results. The crucial step of resilience management
is resilience modeling and analysis. However, there are many obstacles in front of the resilience managers
and analysts to control and estimate the system resilience. Ones of these obstacles are availability of adequate
models and the accessibility of precise information for resilience modeling and assessment. In addition, re-
silience management practice requires, on one hand, qualified safety experts and security operators and, on
the other hand, skilled resilience analysts and risk managers for the purpose of critical infrastructures sustain-
able development and protection. Hence, the modeling and conceptualization of critical infrastructures resil-
ience is important when attempting to evaluate and explain different resilience management strategies. A
variety of resilience control models is needed to design and implementation, since it is vital for placing na-
tional security strategies in their wider socio-economic and military-political contexts, as well as for in-depth
identifying the multifaceted external and inherent threats that generate emergency situations and initiate ad-
verse events.

Linguo-combinatorial models are a new type of models of the ill-formalized systems such as most
critical infrastructures, and use the mathematical apparatus of post-non-classical science. At the level of non-
classical science, observers and experts occupied a central place in managing safety and stability, and at the
level of post-non-classical science, the main role is already assigned to resilience managers, operators and
analysts. This mathematical apparatus propagation for designing linguo-combinatorial models of this type of
systems of various scale and nature, and its wide applications provided the foundation for identifying a new
emergent attribute of complex systems, namely, the phenomenon of adaptative maximum. The presence of
adaptative maximum phenomenon in the operating life cycle of organizational and technical systems allows
explaining the manner of critical situations that periodically occur in these systems. Hence, the resilience
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management strategy of the critical infrastructures implies that system resilience must be controlled in such
a way as to keep it in the range of adaptative maximum under dynamically changing environment. The in-
tensity of critical situations and crises is determined by the deviation from the range of adaptative maximum.
This intensity can be significantly reduced by carrying out continuous problem monitoring of the system
status and resilience characteristics, and taking appropriate anti-crisis measures. The use and availability of
arbitrary coefficients, as well as the ability to extend the model provide the flexibility of model adjustment
and customization for critical infrastructure resilience adequate estimation and efficient simulation.

The applicability of the linguo-combinatorial modeling of critical infrastructures resilience and the
approach to situational management of the dynamics of their adaptative characteristics, have been examined.
A linguo-combinatorial model for managing the critical infrastructures resilience, formalized in the form of
an equivalent system of differential equations with arbitrary coefficients, has been developed. Manipulation
of arbitrary coefficients provides the correction of system motion path within the bounds of resilient state
space and retaining system operating characteristics in the admitted region for the purpose of performing
optimal adaptative functions and balancing resilience capacities of the system. The advancement of system
resilience theory, i.e., conceptual framework and formal representation, and the expanding of linguo-combi-
natorial modeling application domain to the class of critical infrastructure systems, has been proposed.

When managing and analyzing the resilience of critical infrastructures assisted by linguo-combinato-
rial modeling methodology, for each specific application case, it is necessary to verify the model, check its
fitness for real system behavior and examine the convergence of control algorithm implemented in the model.
Moreover, it is necessary to evaluate the mismatch errors of connecting inputs when synthesizing the resili-
ence management structure, determine the optimal configuration of model parameters to problem-solving of
system feedback stabilization in the range of adaptative capabilities and coordination of the modeled system
features interaction at resilience management life cycle phases taken into consideration. Studying the matter
of these issues is the subject of our further research.
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